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SOC Suite of Services
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What are SOC Reports?
• System and Organization Controls (SOC) for Service Organizations

- SOC for Service Organizations Reports are internal control reports on the services provided by a service organization 
providing valuable information that users need to assess and address risks associated with an outsourced service.

• Why SOC Reporting?
- As more and more companies use third-party service providers, there is more demand for a detailed understanding 

of the processes and controls of these third-party service providers (referred to as service organizations).

- Service organizations need to show their customers (referred to as user organizations) or prospective customers 
what processes and controls they have in place around internal controls over financial reporting and/or information 
security controls around the systems or services they provide.

For CPAs

Provides information to user auditors and service 
auditors on understanding and performing SOC  
for Service Organizations Reports

For Users & User Entities

Provides information to user entities on how to 
mitigate the risks associated with outsourcing 
services

For Service Organizations

Provides information to service organizations that 
they can use to build trust and confidence in their 
systems
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SOC Reporting Basics – Key Terms
• Service Organization or Service Provider

- Organization providing the outsourced service

• Subservice Organization
- Organization used by the service organization to provide third-party services to the service 

organization

• User Organization or User Entity
- Organization receiving the outsourced service

• Service Auditor
- Auditor performing SOC examination of the service organization's controls

• User Auditors
- External auditors of the user organization/entity
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SOC Suite of Services

These attestation reports 
are specifically intended to 
meet the needs of entities 
that use service 
organizations (user 
entities) as their financial 
statement auditors (user 
auditors) use these reports 
to help evaluate the effect 
of the controls at the 
service organization on the 
user entities’ financial 
statements.

These attestation reports 
are intended to meet the 
needs of a broad range of 
users that need assurance 
about a service 
organization’s controls as 
they relate to the security, 
availability, and processing 
integrity of the systems the 
service organization uses to 
process its users’ data and 
the confidentiality and 
privacy of the information 
processed by those 
systems. 

These attestation reports 
are reports on which the 
Service Auditor issues an 
opinion about whether a 
subject matter is in 
accordance with (or based 
on) the criteria or the 
assertion is fairly stated, in 
all material respects. This 
type of report is highly 
customizable to whatever a 
service organization’s 
needs may be and is 
intended to provide a 
service organization’s user 
entities with reasonable 
assurance over a subject 
matter.

SOC 3 reports are designed 
to meet the needs of users 
who need assurance about 
the controls at a service 
organization relevant to 
security, availability, 
processing integrity, 
confidentiality, and/or 
privacy but do not have the 
need for or the knowledge 
necessary to make effective 
use of a SOC 2® Report. 
Since they are general use 
reports, SOC 3® reports 
can be freely distributed.

The AICPA’s cybersecurity 
risk management reporting 
framework helps 
organizations communicate 
about the effectiveness of 
their cybersecurity risk 
management programs.

SOC 1 SOC 2 General 
Examination SOC 3 SOC for 

Cybersecurity
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SOC Reporting Basics
SOC 1 SOC 2

What is Covered by the Report? Controls related to financial reporting 
for user organizations

Controls relevant to security, 
availability, confidentiality, processing 
integrity, and/or privacy

Intended Audience Auditors and management of user 
organizations (“auditor to auditor 
communication”)

Auditors, stakeholders (e.g., 
management, business partners, 
customers), regulators

Report Format Long form which includes a detailed 
description of the system and controls

Long form which includes a detailed 
description of the system and controls

• SOC 1 and SOC 2 reports are the most common and most useful for 
vendor risk management purposes.
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SOC Reporting Basics – Key Terms (Continued)
• Type 1

- Not to be confused with a SOC 1, a Type 1 report signifies that the report is only                                           
as of a specific point in time

- This type of report includes design and implementation but does not include                                                
operating effectiveness of controls

- Example: SOC 1 Type 1 or SOC 2 Type 1

• Type 2
- Not to be confused with a SOC 2, a Type 2 report signifies that the report covers                                            

the operations of controls over a specified period of time
- This type of report includes design, implementation, and operating effectiveness of controls
- Example: SOC 1 Type 2 or SOC 2 Type 2
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How to Read and 
Understand a SOC Report
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How to Evaluate a SOC Report – Initial Questions
• User to Service Provider(s)

- What does the User (the company) outsource and to whom?
- How does that compare to the scope of the SOC report(s) received from those Service 

Providers?
 Nature/type of services
 Applications covered/not covered
 Geographies/processing centers covered/not covered
 Period covered by the scope of the report

• Subservice Organization to Service Provider
- Is there anything that the Service Provider outsources to a third party?
- If so, how is this handled in the opinion?
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How to Evaluate a SOC Report – Anatomy
• Section 1:  Report of Independent Service Auditors

- The "opinion"

• Section 2:  Management's Written Assertion
- May also include a subservice organization's assertion

• Section 3:  Management's Description of the System
- Provided by the service organization to describe the overall control environment and the 

control objectives and control activities related to the system being examined

• Section 4:  Control Objectives and Control Activities
- Independent Service Auditor's tests of controls and results of those tests included in a Type II

• Section 5 (optional):  Supplemental Material Provided by the Service 
Organization
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How to Evaluate a SOC Report - What to Look For
• Section 1:  Report of Independent Service Auditors (the “Opinion”)

- Was the auditor’s opinion qualified or not? If qualified, why was it qualified?
- Were there any opinion modifications or scope limitations?
- Is the period of time covered by the report appropriate?

• Section 2:  Management's Written Assertion
- This section generally contains the same information as the opinion

• Section 3:  Management's Description of the System
- Review the scope of description to identify systems and applications covered and verify the correct systems are covered
- Evaluate subservice organizations and potentially obtain SOC reports for any significant subservice organizations relevant to financial reporting
- Evaluate complementary user entity controls and verify these controls are within your environment

• Section 4:  Control Objectives and Control Activities
- This section includes tests and results, and it is important to identify any issues noted by the Service Auditor and how they might impact your own control 

environment
- Important to evaluate whether or not tests are sufficient for your needs – Inquiry alone is never sufficient

• Section 5:  Optional Section (May include management’s responses to testing 
exceptions)
- Management can provide responses to testing exceptions here, which can be useful in determining impact to your own control environment
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Section 1
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Section 1: SOC 1 Type 2 Opinion
• The first paragraph of the Service Auditor’s opinion identifies the scope of 

the report.

• In this example, the scope of the report is the Example System for the 
period of November 1, 2021 to October 31, 2022.
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Section 1: SOC 1 Type 2 Opinion (Continued)
• Additional paragraphs may appear below the first paragraph of the 

opinion within the Scope section.

• These are the most common:
‒ A Carve-Out for Complementary Subservice Organization Controls
‒ A Carve-Out for Complementary User Entity Controls
‒ A Carve-Out for controls that did not operate because the circumstances that warranted 

operation did not occur (Non-Occurrence)
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Section 1: SOC 1 Type 2 Opinion (Continued)
• Carve-out for Complementary Subservice Organization Controls
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Section 1: SOC 1 Type 2 Opinion (Continued)
• When a Carve-Out for Complementary Subservice Organization 

Controls appears within the opinion, you should look for the following 
when reviewing Section III of the report:
‒ The nature of the services performed by the subservice organization and controls assumed in 

the design of the service organization’s controls
‒ The monitoring controls at the service organization in place to monitoring the subservice 

organization

• Based on the nature of the subservice organization, you might want to 
obtain and evaluate the SOC report of the subservice organization as 
well (if available)
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Example Subservice Organization Description

Example Subservice Organization 
Complementary Control Areas

Example Monitoring Control Activity (Control 
performed by the service organization to 
monitor the performance of the subservice 
organization)

Consider whether or not the 
monitoring control activity 

described is to the sufficient 
level of precision based on 
the nature of the services



FORVIS is a trademark of FORVIS, LLP, registration of which is pending with the U.S. Patent and Trademark Office.FORVIS is a trademark of FORVIS, LLP, registration of which is pending with the U.S. Patent and Trademark Office.

Section 1: SOC 1 Type 2 Opinion (Continued)
• Carve-out for Complementary User Entity Controls
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Section 1: SOC 1 Type 2 Opinion (Continued)
• When a Carve-Out for Complementary User Entity Controls appears 

within the opinion, you should consider the following when reviewing 
Section III of the report:
‒ The Complementary User Entity Controls descriptions (usually located at the end of the 

description of the system)
‒ Where or how each applicable Complementary User Entity Control is being addressed                            

in your own control environment as a user of the report
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Example Complementary User Entity Control 
Description

These are the controls users of 
the report are responsible for 
helping to ensure are 
implemented and operating in 
their own environments

Have you 
implemented 

controls to address 
these responsibilities 

in your own 
environment?
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Section 1: SOC 1 Type 2 Opinion (Continued)
• When a controls did not operate to achieve a control objective, in part or in full, 

because the circumstances that warranted operation of the related controls did 
not occur, a “Non-Occurrence” Paragraph is added to the Scope paragraph of 
the Service Auditor’s Opinion

• A “Non-Occurrence” Paragraph is not necessarily a negative item – it just 
means the Service Auditor determined that the circumstances that warranted 
operation of specific controls noted within the description of the system did not 
occur, so it could not be tested for design or operating effectiveness
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Section 1: SOC 1 Type 2 Opinion (Continued)

• Following the Scope section is the 
Service Organization’s Responsibilities, 
the Service Auditor’s Responsibilities, 
and Inherent Limitations

• These sections do not typically provide 
useful information for purposes of 
evaluating a control environment and 
only contain standard language
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Section 1: SOC 1 Type 2 Opinion (Continued)
• After the Inherent Limitations section is the actual Service Auditor’s 

Opinion
This example is what is 
called an unqualified 
opinion

This means that the 
Service Auditor concluded 
that all of the control 
objectives identified  by 
the Service Organization 
were suitably designed and 
operating effectively 
(assuming a Type 2 Report)
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Section 1: SOC 1 Type 2 Opinion (Continued)
• Modified Opinion Example If the opinion is qualified, you should:

• Review the description of test 
procedures and results in Section IV 
to understand the nature, timing, and 
extent of the deviation

• Determine the impact of the failure 
on your own control environment

• Consider performing additional 
substantive testing if it is a significant 
impact or discussing further with the 
Service Organization

• Review management’s responses to 
exceptions noted (oftentimes found 
below the exception or in an 
unaudited section of the report, 
Section 5)
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Section 1: SOC 1 Type 2 Opinion (Continued)
• Restricted Use Example



FORVIS is a trademark of FORVIS, LLP, registration of which is pending with the U.S. Patent and Trademark Office.
FORVIS is a trademark of FORVIS, LLP, registration of which is pending with the U.S. Patent and Trademark Office.

Section 2
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Section 2: SOC 1 Type 2 Assertion
• SOC 1 Type 2 Assertion generally mirrors the SOC 1 Type 2 Opinion from the 

Service Auditor

• While not useful for gleaming new information, it is important that 
management does make an assertion
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Section 2: SOC 1 Type 2 Assertion (Continued)
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Section 3
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Section 3: Management’s Description of the System
• The Description of the System follows Management’s Assertion and is usually 

Section 3 of a SOC 1 Type 2 Report

• The Description of the System is the section within a SOC 1 Report that the 
Service Auditor is opining on:
‒ Whether or not the description is fairly presented in accordance with the description criteria 

identified within management’s assertion
‒ Whether or not the controls stated in the description were suitably designed
‒ Whether or not the controls stated in the description were operating effectively
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Section 3: Description of the System (Continued)
• Look for the following key items when evaluating Management’s Description 

of the System:
‒ Scope of IT Systems included and their relevance to your own environment; are any systems 

missing that you expected to be included?
‒ Key reports and how they are generated and reviewed for accuracy and completeness
‒ Complementary subservice organization controls and monitoring controls
‒ Complementary user entity controls
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Section 4
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Section 4: Control Objectives and Control Activities
• Section 4 in a Type 2 Report includes the Control Objectives, Control 

Activities, Test Procedures performed by the Service Auditor, and Results of 
Testing

• Obviously one of the items to focus on is whether or not there are any testing 
exceptions

• Beyond exceptions, it is also important to determine whether or not the 
procedures performed were adequate for your purposes:
‒Did the Service Auditor test all attributes of the control properly?
‒Did the test procedure cover the entire specified period?
‒Were procedures beyond inquiry performed? (Inquiry alone is not sufficient)
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Section 4: Control Objectives and Control Activities
• Section 4 Example

AICPA SOC 1 Guide, 2017
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Section 5
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Section 5: Other Information Provided By 
Management
• Section 5 is an optional section

• It is often used by management to provide mappings to other control 
frameworks or to provide more information about exceptions

• Section 5 is an unaudited section, which means management’s responses 
to testing exceptions are not included within the Service Auditor’s opinion
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Section 5: Other Information Provided By 
Management
• Section 5 Example
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Bridge Letters
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SOC Bridge Letters
• Bridge Letters are letters from management of the Service Organization 

directly to its users to cover the “gap” period between the end of the last 
specified period of SOC report to whatever timeframe is requested by the 
user.

• The Service Auditor is not involved in the issuance of a Bridge Letter.
• Bridge Letters can be written to cover any period of time since the 

issuance of the last SOC report; however, common practice is that Bridge 
Letters covering a period longer than 90 days are not acceptable by 
external auditors that might rely on the SOC Report.

10/1/2021 – Beginning of Examination Period 9/30/2022
End of Examination Period

12/31/2022*

Period Covered by SOC 1 Type 2 Report Period Covered by Bridge Letter

*This is the date through which the user requests a Bridge Letter from management that there were no issues outside of the audited period
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Brought to You by the FORVIS SOC and HITRUST 
Practice
• FORVIS can help with SOC Reporting needs!

- FORVIS has a dedicated team that focuses only on helping third-party providers build trust 
with their clients and prospects through compliance reporting vehicles such as SOC and 
HITRUST day-in, day-out

- Transparent, proven methodologies
- Innovative technology and tools that drive more efficient and effective engagements
- Quality and credibility you can trust
- Future-focused approach

As a user, if you come across 
third parties from which you 
have asked for a SOC report 
and they don’t have one, feel 
free to refer us! 
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Assurance  /  Tax  /  Advisory

forvis.com

Thank you!
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